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Abstract. The goal of ethnotourism, a developing trend in cultural tourism, is immersive experiences in local
communities. On the other hand, specific cyberthreats that affect ethnotourists include cultural appropriation, online
harassment, and data breaches. This study examines the need for cyber awareness among ethnotourists, identifies
hazards, and offers safe online participation guidelines. Ethnotourism exposes travellers to cyberattacks even though it
offers fascinating cultural experiences. As technology increasingly mediates these experiences, it is imperative to have a
firm grasp of the risks associated with cyberspace. As part of security, people also need to be shielded against
cyberthreats, like identity theft and online fraud. The travel and tourist industry's cyber ecosystems are growing more and
more susceptible to security vulnerabilities as a result of developing technology, the volume of financial transactions they
process, and the important client data they keep. Products, services, and customer experiences are being redefined by
means of these technologies. The process entailed searching web log files and linking events to identify anomalous
behaviour. Systems that rely on logging can be advantageous for security incident monitoring. A framework for
predicting insider intimidation has been found, drawing on multiple techniques from computer science and psychology.
The real-time scrutinising tool searches for irregularities in user technological characteristics to investigate suspected
network activities.
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INTRODUCTION

One of the best resources for busy people in the twenty-first century is spare energy, which is being taken up by
the travel sector. Because of this, a tourist is extremely driven, daring, and genuinely wants to appreciate the
location they are visiting, but they are also extremely perceptive, demanding, and critical [1]. Tourism is defined by
the emergence of new travel motivations and the ongoing changes in visitor demand patterns [2-3]. Travellers now
demand an experience that encompasses both excellent lodging and services; they are not satisfied with a single
tourism offer or simply a nice place to stay. Other tourist destinations can be found in the vicinity of the urban
centers [4]. The expansion of continental tourism would enhance the quality of the traveler experience overall,
enable year-round traveler supply (minimising seasonal variations in traveler numbers), encourage greater
use of available lodging options, and ultimately increase traveler consumption [5-7]. Continental tourism has a good
effect on the rural community and the general quality of life for the people living in the region, in addition to its
economic benefits. Continental tourism can play a major role in the expansion of the economy [8]. The paper offers
the results of study on visitors' attitudes and overall satisfaction based on an example of the activities that tourists
participate in during their visit (excursion) to neighbouring sites. As previously mentioned, excursionists (compared
to transit and residential tourists) make the largest part of tourist visits to the continental destinations [9]. The Cyber
Risk Landscape shown in fig. 1.
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FIGURE 1. The Cyber Risk Landscape

A poll was conducted among excursionists, who account for a sizable fraction of travellers to continental
destinations [10]. The study's findings demonstrate the significance of comprehending visitor behaviour and
satisfaction levels while creating a tourism product. This explains why the study was conducted in Zagreb and the
neighbouring areas, as people of Zagreb are probably going to travel to nearby continental destinations. The degree
of demand from travellers for the Continental Croatia tourism offer will depend on how appealing and competitive
the tourism offer is in this area. An integrated tourist offer allows for a more thorough examination of the special
interest tourism categories that may serve as the foundation for this development. All destinations, particularly
continental ones, must position their tourism development by keeping up with the latest trends and modifying their
offerings to visitors. It cannot be overstated that each tourism destination should set its own trends by providing
unique travel experiences that cater to the tastes of its target audience. Actually, because of the various changes that
take place throughout time, there will always be a need to adjust some parts of the service.

LITERATURE REVIEW

Ethnic tourism is acknowledged as a tool for rural economic development according to Yang and Wall. It may
offer chances for financial gain, diversify local livelihoods, and give local communities more economic clout. The
bulk of research, however, has shown that top-down tourism development leads to an unequal distribution of
benefits, with the economic and political elites capturing the majority of the benefits. This may not be the case in all
places. Claims of broad economic empowerment and pro-poor advantages from tourism growth seem overstated
according to Higgins-Desbiolles [9]. Before then, the main purpose of domestic tourism was to bring ethnic groups
together with the Han majority for political purposes. Since the 1980s, several tiers of the Chinese government have
embraced ethnic tourism as a means of stimulating the regional economy and reducing poverty [11]. Regarding the
contribution that tourism makes to the development of rural and ethnic communities, they have always had
favourable opinions [12]. Over the past few years, the growth of tourism in ethnic areas has helped many ethnic
communities, especially in terms of better infrastructure and transportation. On the other hand, because tourism is a
government-supported development tool, it is mainly driven by organisations outside of the ethnic villages that
become tourist destinations [13]. The asserts that because ethnic groups have limited resources and expertise, the
growth of tourism has a substantial effect on nearby communities [14]. The Chinese government at all levels views
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economic gains as its primary goal and views ethnic culture as a resource that may be exploited. Top-down
governance is common in many ethnic tourist locations, which limits the ability of ethnic minority groups to decide
how their culture is portrayed in tourism products or promoted to the outside world. Cornet claims that when outside
tourism developers are involved, money may be distributed unevenly, which could make host communities tense
and resistive [15]. While community members do take part in decision-making in the village-based tourism that is so
popular in rural China, there is also a great deal of disempowerment and disengagement of the community [16].

NAVIGATING RISKS IN CULTURAL EXPERIENCES

Additionally, an insider can use Bluetooth, WiFi, or flash drives with a smart device that has malware on it to
connect to the organization's network. IoT risks are caused by threats that exploit weaknesses in IoT devices or the
IoT environment. For example, information centres and nuclear power facilities could be hacked if IoT devices are
employed to automate their operations. Cyber Attack shown in fig. 2.
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FIGURE 2. Cyber Attack

e Ethical IoT Risk: This is the term for the unanticipated negative consequences of unethical behaviour
involving IoT devices. Volkswagen is a car manufacturer that created and set up software to rig diesel
pollution tests. This action broke the Clean Air Act in the United States, jeopardised industry and
organisational norms, and caused significant financial and reputational damages.

e Privacy and Security IoT Risk: This is the term used to describe the intentional harming of assets through
the exploitation of system vulnerabilities. For instance, a DDoS attack against DYN in October 2016 by the
Mirai (IoT specialised malware) Botnet caused outages on several websites, including Twitter, Netflix,
CNN, Reddit, and many more. The temporary or permanent loss of control over data that is harmful to the
organisation is referred to as the privacy IoT risk, and it falls under this category as well. eBay's May 2014
data breach resulted in the hacking of its customers' records, including passwords.

e Technical IoT Risk: This results from software or hardware malfunctions brought on by subpar
development, testing, etc. It was recently discovered that semiconductors used in personal computers
manufactured in the last 20 years have security weaknesses at the chip level. Meltdown, for instance, is a
hardware vulnerability in Intel x86 microprocessors that allows a rogue function to access all memory even
when it is not authorised to do so. Inadequate design compromises security and privacy. loT hazards include
the possibility of a phishing attack on a linked business device, such as a laptop or smartphone, infecting
multiple IoT sensors with malware and disrupting a manufacturing plant's production line as a result.

Understanding the distinctive features of IoT systems and the causes of the shortcomings of the existing risk
assessment methodologies for IoT is essential before delving into the analysis of IoT risk frameworks. Periodic
assessments have limits in IoT systems because of the rapid and significant changes that can occur due to the
interoperability of IoT devices. IoT solutions need to be evaluated on a regular basis. The Internet of Things (IoT)
environment may provide new vulnerabilities and device breaches due to interconnected assets. Failure in IoT
systems can also occur during the evaluation of the binding processes—that is, the connections that enable the
devices to couple and function. In light of the aforementioned considerations, the conventional cyber risk assessment
procedure needs to be modified for IoT systems. Internet of Things deployment differs from traditional IT because
of its networking approach. The CIA trinity may not be supported by all of the networking models and devices used
in the Internet of Things ecosystem. Technologies like data encryption, authentication, access controls, and
automatic software patching or upgrades are examples of common precautions. [oT devices expand the attack
surface despite being adaptable and interoperable. Applications, protocol upgrades, and device firmware updates all

020167-3

8¥:€5:90 920z Arenuer go



contribute to an expanded attack surface that requires security. These factors should be taken into account while
designing the [oT risk assessment methodology. The advantages and disadvantages of the majority of the commonly
used IoT risk assessment frameworks are contrasted. The preceding section covered a number of CSRFs (Cyber
Security Risk Frameworks), such as OCTAVE, NIST, ISO, etc. It goes without saying that because the concept of
IoT introduces complicated hazards to assets and devices, more caution must be used while evaluating risk in the
IoT context. As of right now, there are no established risk frameworks for IoT. However, there is room for small
modification of the current risk assessment frameworks to address IoT concerns. All staff members are required to
abide by a set of documented practices and processes known as security policies in order to guarantee the
availability, confidentiality, and integrity of data and resources. With the aim of safeguarding the company, the
security policy outlines the expectations for the enterprise, explains how they are to be met, and outlines the
penalties for noncompliance.

CYBERSECURITY STRATEGY, MECHANISMS AND CONTROLS

The cyber-protection strategy should serve as the foundation for organisational policies and standards. It should
address three key areas: risk management, consequence management, and the human element of the business.
Critical System and Information Asset Risk Profiling shown in fig. 3.
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FIGURE 3. Critical System and Information Asset Risk Profiling

Since the majority of system failures and data breaches are caused by unintentional and malevolent insiders
(workers, business partners, and third-party vendors), cybersecurity is more than just technical safeguards. The gap
between human factors and strong cybersecurity practice often stems from how well-run communications and
training programs engage staff and promote awareness. Programs that are appropriate for specific audiences,
specific to the organisation, and in line with its operational objectives are necessary because, in most cases, they
don't work for everyone. In addition to focussing on the unique threats, challenges, and responsibilities of each
position, training must be customised to each trainee's privilege rights, physical and network access levels, and job
responsibilities (for example, the curriculum for reservation agents will differ from that of finance staff and third-
party vendors).

Reducing the vulnerabilities in an organization's digital ecosystem by strengthening defences and taking
proactive steps to stop threat actors from targeting it is the second part of a cybersecurity strategy. It is necessary to
decide on and create comprehensive standard operating procedures for important "cyber hygiene" issues such as
system physical security, identity and access management, network segmentation, third-party and external
dependencies, malware and patch management, information protection, and encryption. Travel and tourist
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organisations continue to face basic cyber hygiene challenges, such as access management, despite this seeming
paradox.

The third element of a cybersecurity plan is the organization's response in the event of an attack or data breach.
A three-pronged crisis management plan comprising incident response, business continuity, and crisis
communications must be developed by the organisation in order to manage and coordinate IT, operational, and
systems recovery concerns associated to a cyberattack. A multifunctional crisis management team oversees all three
plan components; contingent on the incident's severity, this team may include members of the C-suite. Nevertheless,
specialised teams should normally be allocated to each of these facets.

FUTURE CYBERSECURITY DEVELOPMENTS IN TRAVEL AND TOURISM

The travel and tourism cyber-ecosystem of the future will increasingly employ innovative and disruptive
technology to provide access at any time and from any location. The adoption of automation, virtualisation,
software-defined networks, and hybrid data centres is anticipated, and companies in the industry will face market
pressure to provide more flexible and operationally secure systems. Numerous well-known businesses in the sector
have made headlines lately as a result of their failure to pay adequate attention to this second criteria.

Threat actors are developing creative and innovative ways to achieve their objectives, even as the sector's
organisations are more conscious of cyber dangers. They use reputable companies' legitimate file-sharing and
questionnaire-hosting services to avoid having their phishing attacks blocked, or they use the websites of takeaway
restaurants as "watering holes" to infect networks of businesses with malware when workers use secure devices to
peruse the menu. The expanding threat landscape is gradually rendering traditional cybersecurity techniques and
solutions inadequate. The new, stricter security requirements necessitate changes to people, processes, and
technology. The cybersecurity strategies used by these companies need to change from reactive to proactive.
Consequently, instead of finding malware and attackers 20 or 50 days after they were installed and after they had
already caused damage, they will actively seek for them before their networks are activated. The new cybersecurity
tactic, dubbed "threat hunting", is now simpler because to advanced Al and Endpoint Detection and Response
(EDR) technology.

The plethora of security lapses and breaches that have been publicised in the media will make data privacy and
security one of the industry's key differentiators. Companies who view this component as nothing more than a
compliance exercise risk losing the trust of the market over time. But more and more, the client will be the focal
point of identity and access control. Consequently, travel and tourism companies will inevitably search for solutions
that offer them flexibility and embrace more as-a-service delivery models (like PAMaaS, IDaaS, and others) that
offer single sign-on, password less authentication, and multi-factor biometric authentication that is user-friendly
[13]. As more businesses in the industry shift their IT infrastructure and data centres to the cloud, a "multi-cloud
approach" for distributed reservations, yield and revenue management, channel/distribution management, call
centres, and content management is becoming more popular. This is because the cloud offers flexibility, resilience,
and significant cost benefits. However, using numerous clouds raises the likelihood of fragmented visibility,
complicates the application of cybersecurity policies consistently, and makes it more difficult to manage information
assets and systems in a safe manner. Travel and tourism companies will confront two primary challenges when
personally identifiable data crosses various cloud boundaries: first, maintaining PCI compliance; and second,
creating an integrated threat prevention plan that includes automated threat detection and response.

CONCLUSION

Cyberspace awareness is essential for ethnotourists to stay safe and show respect for the cultures they visit. By
being aware of these risks and adopting safe internet habits, ethnoturists can enrich their cultural experiences while
keeping themselves and the communities they visit safe. For a deeper knowledge of cybercrime concerns, the
viewpoints of all parties or bodies involved—perpetrators, law enforcement, and victims—are equally significant.
Consequently, the ultimate objective of the researcher is for the study's conclusions to act as a roadmap for
policymakers, the government, the Ministry of Tourism, the Tourism Authority, and other stakeholders in the
tourism industry when it comes to formulating policies, talking about cybercrime, and developing approaches to
address the problem. That is to say, all matters pertaining to cyber vulnerability, countermeasures, and real-world
situations involving travellers will be covered. In order to help tourists defend themselves and minimise or prevent
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victimisation, policymakers and authorities will have a baseline from which to adopt policies and measures. For
example, managers and planners of the tourism industry will be able to come up with ways to reduce the amount of
cybercrime that travellers encounter. Understanding the various types of cybercrime that visitors encounter and
suggesting preventative actions will put DMOs in a better position to offer helpful security information to
prospective inbound tourists as part of their destination marketing operations. Such an action could improve the
destination's reputation and image while also boosting inbound tourism.
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